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c:\> whoami: Spencer Alessi

Twitter.com/techspence
Linkedin.com/in/spenceralessi
Youtube.com/@techspence

● Background: Help Desk > Sysadmin

● Passion: Internal Pentesting/Assume Breach

● Ethos: Spirit of a hacker, heart of a defender

● Receipts: CRTO, PNPT, GPEN, CISSP

● Side Hustles: Tools, Content, SWAG!

Red with blue stripes? Blue with red stripes?



https://thedfirreport.com/2024/01/29/buzzi
ng-on-christmas-eve-trigona-ransomware-
in-3-hours/
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The Game Plan
1. Identify: Misconfigurations

2. Implement: AD Security 101
3. Implement: AD Security 201

4. Repeat



Identify: Misconfigurations



● Unsecured Creds

● Password reuse

● Kerberoastable 
admin accounts

Misconfiguration: Credentials



Unsecured Credentials: Easy Mode

https://offsec.blog/3-easy-wins-for-defenders-from-a-pentesters-point-of-view/

https://offsec.blog/3-easy-wins-for-defenders-from-a-pentesters-point-of-view/


Unsecured Credentials: Hard Mode

https://github.com/SnaffCon/Snaffler
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https://github.com/SnaffCon/Snaffler


Kerberoastable Admin Accounts

Import-Module ActiveDirectory
Get-ADUser -Filter { ServicePrincipalName -like "*" } -Property *

Detecting Kerberoasting Activity – Active Directory Security (adsecurity.org)

https://adsecurity.org/?p=3458


Misconfiguration: Access
● Lack of separation of 

privileged accounts

● Overly permissive 
ACLs

● Insecure delegations



● Nested security groups

● Misconfigured 
GPOs/Logon scripts

● Misconfigured auth
(spooler, llmnr, adcs)

Misconfiguration: Control





Finding Misconfigurations: The Fabulous Four

1. ScriptSentry (Free)

https://offsec.blog/hidden-menace-how-to-identify-misconfigured-and-dangerous-logon-scripts/

2. ADeleginator (Free)

https://www.linkedin.com/pulse/adeleg-active-directory-security-tool-youve-never-heard-alessi-lvqze/

3. Locksmith (Free)

https://github.com/TrimarcJake/Locksmith

4. PingCastle (Free)

https://pingcastle.com
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https://github.com/techspence/ADeleginator

https://www.linkedin.com/pulse/adeleg-ac
tive-directory-security-tool-youve-never-h
eard-alessi-lvqze/?trackingId=VJZGd2J1
Q16X24Roy6X3EQ%3D%3D

https://github.com/techspence/ADeleginator
https://www.linkedin.com/pulse/adeleg-active-directory-security-tool-youve-never-heard-alessi-lvqze/?trackingId=VJZGd2J1Q16X24Roy6X3EQ%3D%3D
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https://www.linkedin.com/pulse/adeleg-active-directory-security-tool-youve-never-heard-alessi-lvqze/?trackingId=VJZGd2J1Q16X24Roy6X3EQ%3D%3D
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https://github.com/trimarcjake/Locksmith

https://github.com/trimarcjake/Locksmith


https://pingcastle.com

https://pingcastle.com


Misconfiguration: Risk Register Example



Misconfiguration: Risk Register Example

Credentials….Access….Control



Implement: AD Security 101



AD Security 101: Credentials

● Cleanup shares/

sharepoint/dms/wiki

● LAPS everywhere

● Password cleanup

● Disable RC4/Prune SPNs



AD Security 101: Access
Document!
● Admin & service accounts

○ Group membership
○ Delegations
○ Tasks
○ Services

● Shares/sharepoint/dms/wiki/etc
○ Current access, desired access



AD Security 101: Admin/Svcs Account Documenting Example



AD Security 101: Resource Access Documenting Example



AD Security 101: Control

Cleanup!
● Security groups
● GPOs
● Logon Scripts
● Spooler,LLMNR/NBNS,

SMBv1, ADCS



Implement: AD Security 201



AD Security 201: Credentials

● Password policies & management
○ 14+ characters
○ FGPP
○ Tools & education

● Deception



AD Security 201: Access
● Tiered Security 

○ Monash Enterprise Access Model (microsegmentation)
○ Shares, Groups, Delegations, GPOs, Tasks, Services

● Protected Users

https://github.com/mon-csirt/active-directory-security

Thanks Jake!

https://github.com/mon-csirt/active-directory-security


Rule #1: Credentials from a 
higher-privileged tier must not be exposed 
to lower-tier systems.

Rule #2: Lower-tier credentials can use 
services provided by higher-tiers, but not 
the other way around.

Rule #3: Any system or user account that 
can manage a higher tier is also a member 
of that tier, whether originally intended or 
not.

https://techcommunity.microsoft.com/t5/core-infrastructure
-and-security/protecting-tier-0-the-modern-way/ba-p/40528
51

AD Security 201: Microsegmentation

https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/protecting-tier-0-the-modern-way/ba-p/4052851
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/protecting-tier-0-the-modern-way/ba-p/4052851
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/protecting-tier-0-the-modern-way/ba-p/4052851


AD Security 201: Microsegmentation
● Organize into OUs

○ Servers → application groups
○ Desktops → site/dept.

Account OU's:
OU's in Detail:
OU = Tiered_Security_Users
 Child OU = Tier_0
 Child OU = Tier_1
 Child OU = Tier_2
 Child OU = Privileged_Users
 Child OU = Service_Accounts
  Child OU = T0_SA
  Child OU = T1_SA
  Child OU = T2_SA

Group OU's:
OU = Tiered_Security_SG
 Child OU = Tiered_Security_0_SG
 Child OU = Tiered_Security_1_SG
 Child OU = Tiered_Security_2_SG

Computer OU's
OU = Tier_1_Server
OU = (Create a New OU for Workstations)

Remember to document!



AD Security 201: Microsegmentation
Tier 0:
Domain Admins

Tier 1:
T1-Server-Admins
T1-Service-Accounts

Tier 2:
T2-Desk-Admins
T2-Service-Accounts

Standard Users:
None

Systems Administrators:
 Tier 0: PDoe-T0
 Tier 1: PDoe-T1
 Tier 2: PDoe-T2
 Standard User Account: PDoe
Help Desk:
 Tier 2: PDoe-T2
 Standard User Account: PDoe
Users:
 Standard User Account: PDoe
Service Accounts:
 Example: Vendor/Service-Tier: Nessus-T0, 
Nessus-T1, Nessus-T2

Remember to document!

GPOs:
OU = Tier_1_Server
 GPO = T1.ServerAdmins.LA
OU = Workstations
 GPO = T2.DesktopAdmins.LA



AD Security 201: Protected Users
● Can’t AUTH with NTLM

● Can’t use DES or RC4

● Accounts cannot be delegated

● Kerberos TGTs limited to 4 
hours

● Wherever they login: their 
credentials are never cached

https://www.canva.com/design/DAGCSX9
c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view

https://www.youtube.com/@bsidescharm

https://www.canva.com/design/DAGCSX9c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view
https://www.canva.com/design/DAGCSX9c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view
https://www.youtube.com/@bsidescharm


AD Security 201: Protected Users

https://www.canva.com/design/DAGCSX9
c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view

https://www.canva.com/design/DAGCSX9c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view
https://www.canva.com/design/DAGCSX9c-hY/D883ZXsn5Z_wZ2Zvc2vjjA/view


AD Security 201: Control
● Disable NTLMv1
● Enforce SMB 

Signing
● Enforce LDAP 

Signing & 
Channel Binding

https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity-7188530304523882496-mzhc?utm_source=share&utm_mediu
m=member_desktop

https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity-7188530304523882496-mzhc?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity-7188530304523882496-mzhc?utm_source=share&utm_medium=member_desktop


https://trustedsec.com/blog/practical-attacks-against-ntlmv1

https://trustedsec.com/blog/practical-attacks-against-ntlmv1


1. Identify: Misconfigurations
2. Implement: AD Security 101
3. Implement: AD Security 201
4. Repeat

How to Harden Active Directory to Prevent Cyber Attacks



How To Get Support?

● Include others

● Ask for feedback/advice

● Honesty/transparency





SecurIT360 Services

THANK YOU! Q&A



Resources

● www.securit360.com
● www.offsec.blog
● https://github.com/techspence/ScriptSentry
● https://github.com/techspence/ADeleginator
● https://www.linkedin.com/posts/spenceralessi_when-it-comes-to-securing-active-directory-a

ctivity-7194052189714087938-8tdk?utm_source=share&utm_medium=member_desktop
● https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity

-7188530304523882496-mzhc?utm_source=share&utm_medium=member_desktop
● https://pingcastle.com
● https://github.com/TrimarcJake/Locksmith
● https://github.com/TrimarcJake/pug-snippets
● https://github.com/mon-csirt/active-directory-security
● https://adsecurity.org
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https://www.linkedin.com/posts/spenceralessi_when-it-comes-to-securing-active-directory-activity-7194052189714087938-8tdk?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/spenceralessi_when-it-comes-to-securing-active-directory-activity-7194052189714087938-8tdk?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity-7188530304523882496-mzhc?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/spenceralessi_active-directory-hardening-series-part-activity-7188530304523882496-mzhc?utm_source=share&utm_medium=member_desktop
https://pingcastle.com
https://github.com/TrimarcJake/Locksmith
https://github.com/TrimarcJake/pug-snippets
https://github.com/mon-csirt/active-directory-security
https://adsecurity.org

